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	COURSE NUMBER
	DAP141–Computer Network Security+ Fundamentals

	
	

	SEMESTER
	

	
	


	SECTION/CLASS TIME/LOCATION
	

	
	

	INSTRUCTOR
	Dr. Edward E. Boas, Jr., Professor

E-Mail Address: eeboas@dol.net
Web Site: elt2003.clab.cecilcc.edu

	
	

	PHONE NO.
	410-287-6060 x321 or Alternative Number 410-885-2365

	
	

	OFFICE HOURS
	Posted on Office door Room TC300G x323 or

TC320 x321

	
	

	TEXTBOOKS
	Security+ Guide to Network Security Fundamentals by Cisco Learning Institute, Course Technology Publishers 2003, ISBN# 0-619-12017-7 or latest edition.  Lab manual ISBN#0-619-13104-7 also recommended.

	
	

	MATERIALS
	You will be given additional materials in class as needed.

	
	

	CREDIT HOURS
	You will receive three (3) credits for successful completion of this course.

	
	

	PREREQUISITES
	CIS101 Computer Concepts

DAP140 Introduction to Networking

(Or instructors prior permission)

Co requisites:DAP140 Introduction to Networking

	
	

	COURSE OVERVIEW AND OUTCOMES
	This course is designed to provide the student with a fundamental understanding of network security principles and implementation. Students will learn about the technologies used and principles involved in creating a secure computer networking environment. Learning will include authentication, the types of attacks and malicious code that may be used against networks, the threats and countermeasures for e-mail, Web applications, remote access, and file and print services. A variety of security topologies will be discussed as well as technologies and concepts used for providing secure communications channels, secure internetworking devices, and network medium.
Students will also learn about intrusion detection systems, firewalls, and physical security concepts.  Security policies, disaster recovery, and computer forensics are also covered and discussed.  Students will understand the daily tasks involved with managing and troubleshooting those network security technologies. Students will have a variety of hands-on, lab, and case project assignments that reinforce the concepts presented.  This course will prepare the student for the CompTIA Security+ Certification Exam. 



	
	

	SPECIFIC COURSE OUTCOMES
	Objectives – Outlines what will be covered in the chapter After completing this course, you should:

· Develop a basic understanding of Network Security.

· Understand and demonstrate Network Security Authentication.

· Develop a basic understanding of Attacks and malicious Code.

· Discuss and understand the concepts with using Remote Access.

· Demonstrate the processes available for secure E-Mail.

· Demonstrate an understanding of Web Security concerns and activities in Computer Networking.

· Demonstrate and Understand Directory and File Transfer Services.
· Demonstrate a general knowledge of Wireless and Instant Messaging

· Demonstrate an understanding of Networking Security Devices both Hardware and Software.

· Identify various Media and Medium types available to implement in Network Security.

· Identify various Network Security Topologies available for Network Security.

· Identify various forms of Intrusion Detection in Network Security.

· Identify and describe various Security Baselines.

· Identify various Cryptography techniques available to implement in Network Security.

· Identify various Physical Security measures available to implement in Network Security.

· Identify various Disaster Recovery and Business Continuity available to implement in Network Security.

· Identify various Computer Forensics and Advanced Topics relating to Network Security.



	
	

	ATTENDANCE
	You will be expected to attend each class.  If an emergency occurs and you are unable to attend class, please contact the instructor immediately.

	
	

	PROGRAMS
	There will be hands on assignments in the lab with the instructor present.  All work will be turned into the instructor for grading.  All work must be turned in ON TIME!  NO LATE WORK WILL BE ACCEPTED!  All Students are expected to do their own work unless assigned to a work group by the instructor.

	ASSESSMENT
	Weekly standards tests will be given in handout form and on the computer.  There will be short quizzes covering the materials presented in class, from the book, and during laboratory time with the instructor.  Cheating will NOT be tolerated!  All work must be your work

Solutions – Includes answers to the Review Questions and discussion of the Hands-on Projects and Case Projects at the end of each chapter.
Key Terms- A list of key terms taken directly from the text book



	CASE PROBLEMS AND PROJECT BASED EXPERIENCE
	Case Problems will be assigned and due dates for their completion.  A creative class problem solving activity will be assigned for student review and completion.  This activity will be developed by the instructor and the class by the mid-point of the semester.

Technical Notes for Case and Hands-On Projects – Provides instructor with a chart of the hardware and network resources he or she will need to assign the end of chapter projects



	
	

	FINAL PROJECT ACTIVITY AND PROJECT
	There will be a final project activity and exam taken by all students.  This will include the Case Problem and/or the Project Based Experience assignment mentioned above.  The time and date will be announced in class and will be reviewed by the instructor with the students.

	RESEARCH PAPER
	The research must include the following: 

a. Title page with name and necessary information to identify the author and topic.

b. The first paragraph should explain the topic to the novice technical reader and the importance of the issue as a current trend in technology.

c. The second paragraph should present the current literature findings of the subject.  This is what the industry and people are writing and evaluating about the current trend.

d. The final paragraph should include YOUR summary, conclusions, and recommendations.  This is YOUR suggestions and opinion on the issue since you are an expert and YOU have done the research.  You should conclude you own suggestions or indications of how this trend will affect the technology in the near future.

The paper will be completed using Microsoft WORD.  The paper will be a minimum of FOUR pages and not less than FOUR pages in length.  A bibliography will be a minimum of one ADDITIONAL page, with at least FIVE DIFFERENT reference sources, for a minimum of FOUR total pages.  This will be printed and submitted to the instructor for review.  You may E-Mail the document to the instructor with approval.  The paper will be evaluated using the ‘C’ paper standards published on the CCC Clab web page and is expected to have no major spelling or grammatical errors.  The paper should be your OWN work and words!

	
	

	GRADING
	There will be a total of 1000 possible points in the course.  The point distribution for grades will be as follows:

A  900-1000

B  800-899

C  700-799

D  600-699

F       0-599

	
	

	EXTRA CREDIT
	With your instructor’s permission, you may be able to earn extra credit by doing additional projects, papers or activities.

	
	

	COPYRIGHT POLICY
	The software maintained on the computers in all classrooms and labs is copyrighted material and licensed to CCC.  Unlawful copy of any program data and files is a violation of the copyright law and is subject to the provisions of the college’s academic dishonesty policy.

	
	

	DISHONESTY POLICY
	Dishonesty will not be tolerated.  All students are subject to the Academic Dishonesty Policy as published in the current catalog.

	
	

	OTHER
	The instructor will be available for assistance or discussion of your status with assignments at any time.  Please feel free to ask questions whenever possible.  Office hours of the instructor are available for you to make an appointment whenever needed.


You should review the College Class offerings booklet for complete schedule details!

Course Schedule

Project Due Dates and Exam Dates 

	Topics
	Chapter Readings
	Case Projects: 
	Hands-On Projects Notebook
	Exams

	Syllabus

Ch. 1 - Security Overview

Ch. 2 - Authentication

Week 1
	Chapter 1

Chapter 2

Read Week 1
	Chapter 1

Chapter 2

Due Week 1
	
	

	Ch. 3 - Attacks and Malicious Code

Week 2
	Chapter 3

Read Week 2
	Chapter 3

Due Week 2
	Chapters 1 & 2

Due Week 2
	

	Ch. 4 - Remote Access

Week 3
	Chapter 4

Read Week 3
	Chapter 4

Due Week 3
	Chapter 3

Due Week 3
	

	Ch. 5 - E-Mail

Week 4
	Chapter 5

Read Week 4
	Chapter 5

Due Week 4
	
	

	Ch. 6 - Web Security

Week 5
	Chapter 6

Read Week 5
	Chapter 6

Due Week 5
	Chapters 4 - 6

Due Week 5
	

	Ch. 7 - Directory and File Transfer Services

Week 6
	Chapter 7

Read Week 6
	Chapter 7

Due Week 7
	Chapter 7

Due Week 7
	Midterm Exam

Week 6

	Ch. 8 – Wireless and Instant Messaging

Week 7
	Chapter 8

Read Week 7
	Chapter 8

Due Week 7
	Chapter 8

Due Week 7
	

	Ch. 9 - Devices

Ch. 10 -  Media and Medium

Week 8
	Chapter 9

Chapter 10

Read Week 8
	Chapter 9

Chapter 10

Due Week 8
	
	

	Ch. 11 – Network Security Topologies

Week 9
	Chapter 11

Read Week 9
	Chapter 11

Due Week 9
	Chapters 9 & 10

Due Week 9
	

	
	
	
	
	

	Ch. 12 – Intrusion Detection

Week 10
	Chapter 12

Read Week 10
	Chapter 12

Due Week 10
	Chapter 11

Due Week 10
	

	Ch. 13 – Security Baselines

Week 11
	Chapter 13

Read Week 12
	Chapter 11

Due Week 12
	Chapter 12

Due Week 11
	

	Ch. 14 – Cryptography

Week 12
	Chapter 14

Read Week 12
	Chapter 14

Due Week 12
	Chapter 13

Due Week 12
	

	Ch. 15 – Physical Security

Ch. 16 – Disaster Recovery and Business Continuity

Week 13
	Chapters 15 & 16

Read Week 13
	Chapters 15 & 16

Due Week 13
	Chapter 14

Due Week 13
	

	Ch. 17 – Computer Forensics and Advanced Topics

Week 14
	Chapter 17

Read Week 14
	Chapter 17

Due Week 14
	Chapters 15 & 16

Due week 14
	

	Review

Week 15
	
	
	Chapter 17

Due Week 15
	Prepare for Final Exam 

	Final Exam

Week 16
	
	
	
	Final Exam

Week 16
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